This is a manual that tells you how to setup the Xnet Solutions MX100 mailserver as
a mail filter.

1. Network Setup

The MX100 will be used as a mail filter when you have a legacy mail server that
you wish to keep running. The legacy mailserver is under stressful load as it has to
deal with viruses and junk mail. The solution is to direct all email to the MX100,
have it deal with viruses and junk mail. Only OK email is forwarded to the legacy
email server.
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Here the legacy mail server has IP address 192.168.1.231 and we introduce the
MX100 into the network and assign it the IP address of 192.168.1.200; we also have
to redirect all incoming email to the MX100. This would be done by changing your
MX record in your DNS server.

2. Legacy Mail Server Setup
You will not have to change anything on your legacy mail server. You just need to

ensure that it will accept email from the MX100.

3. MX100 setup

The setup of the MX100 will look like this on the web interface:
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Here the domain name is firewall.com.pk and this should be changed to reflect your
own domain name. The DNS server will be the one provided by your ISP or your own
Domain Name server, if you operate one.

Now we need to let the MX mailserver know that all email for the domain is to be
relayed to the legacy mailserver, otherwise it will try to deliver the email to its own



users (we do not have any users for the filtered domain on the MX100 in this mode).

On the Mail Filter Management page we add our domain name and the IP address of
the legacy mail server.

Mail filter Management

‘Add Mall filter Information

i you want the MX100 to act as a mail filker for a particular domain then you need to set it up on this page.
"Domain” is the domain that is to be filtered. MX100 will not accept email destined for just any domain
unless it is from the local network. "Domain Host" should be the ip address of the mail server that acts as
the recipient for the sanitised email. This will usually be the POP server for users of the filtered domain.
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That is all!
4. Testing

Now to ensure that the MX mail server is working as planned you need to send
email from outside the network (a free web mail service like gmail.com is good
for this) and check the email by POPping from the legacy email server.
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